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How to Crash

Poorly
Nicely

Crashing Nicely by sitter@kde.org



Poorly “F

Terminate process
No user visible sign or means of reporting
Boo
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Nicely <&

Terminate process
Help user help you
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How to Handle

Just-in-Time
Post-mortem
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Just-in-Time Flow

Segfault
Signal Handler

(Fork)
Diagnose/Report/etc
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Just-in-Time Problems )¢

Racing threads
Locked resources (e.g. open fds)
Poor reliability
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Just-in-Time Flow

Segfault
Signal Handler in a thread

(Fork)
Diagnose/Report/etc
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Just-in-Time Problems )¢

Racing threads
Locked resources (e.g. open fds)
Poor reliability
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Post-mortem Flow e

Segfault
Signal Handler
Kernel Core Handling/Handler
(rest of the stuff happens separately)
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Intermission: Core Pattern

/proc/sys/kernel/core_ pattern
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Post-mortem problems )¢

Not nearly as flexible
Platform concern
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How to Crash Nicely
(the KDE Plasma way)
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LIVE DEMO
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Crashinator v ~ X

Crash Application

[ Crash from QML

[ Crash in 2 Threads

LHang Application .

Mutex Deadlock ‘

‘. Exception

L

‘ Exception in Thread

‘. Exception in QFuture |

‘ Stack Exhaustion

' ABRT Application
\ ,

SEGV Application

[ Hang Application (32s) |

Exhaust FDs

‘._ Incompatible Qt ‘

| SEGV after OAn destruction |




Crashinator — Crash Handler

> Crash Handler

Crashinator has closed unexpectedly.

You can help us improve KDE Software by reporting this error.

Learn more about bug reporting.

ﬂ Send Automatic Report

El See Developer Information




Dr Kongi

Crashinator Closed Unexpectedly

Please report this error to help improve this
software.

Report Bug Restart App
pev

Visitybugs.kde.org ?c} reportissues

N 0 us T By A 1%}16%2’&4 B X ~
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Crashinator — Crash Handler VoA X

{  Developer Information &} Report on bugs.kde.org

The generated crash information is useful. L B & ¢

Automatically download debug symbols to enhance crash reports (i)

Thread 1 (Thread 0x7f954d6ealc® (LWP 2430)):

[KCrash Handler]

#4 0x000055ee53919¢60 in Helper::crash (this=0x7ffel@bldall®) at
/home/me/src/crashinator/main.cpp:88

#5 0x000055ee53919bb3 in Helper::queueCrash()::
{lambda( )#1}: :operator()() const (__closure=0x55ee60398ecO) at /
home/me/src/crashinator/main.cpp:73

#6 0x000055ee53921917 in
QtPrivate::FunctorCall<std::integer_sequence<unsigned long>,
QtPrivate::List<>, void, Helper::queueCrash()::{lambda( )#1}
>::call(Helper::queueCrash( )::{lambda( )#1}&, void**)::
{lambda( )#1}: :operator()() const (__closure=0x7ffe@bld9a60) at /
usr/include/qt6/QtCore/qobjectdefs_impl.h:116

#7 0x000055ee53922b62 in
QtPrivate::FunctorCallBase::call_internal<void,
QtPrivate::FunctorCall<std::integer_sequence<unsigned long=,
NtPrivate::list<>. vnid. Helner::aueueCrash{ }::{1amhda( '#1}
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Crashinator — Crash Handler v oA X

- Automatic Report 3 Restart Crashinator

Crash Report Sent

In the future:
Automatically report crashes

v Automatically download debug symbols to enhance crash reports (1)

Tell us more about the crash...

> Send Message

Crashing Nicely by sitter@kde.org



Crashing Nicely by sitter@kde.org



Segfault -
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Signal Handler ‘&
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KCrash if KDE Application
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Metadata
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Coredump &
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Kernel — Core Handler
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Coredumpd
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More Metadatal!
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Journal

>
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Need something to react to the journal data
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Introducing DrKongi “J§
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drkongi-coredump-processor
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drkongi-coredump-launcher
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drkonq
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User does stuff
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drkongi-sentry-postman i
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Sentry (Crash Tracker)
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Recap
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Crash Handling

Let the platform help you
Be quick about it!

Crashing Nicely by sitter@kde.org



Crash Reporting 2=

Falil early If possible
Guide the User
Make It as convenient as possible
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Crash Collection

'II={'r"

A bespoke tracking system is worthwhile
Bug tracker can work too
You can also combine multiple systems ;)
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How To Crash Nicely @’

Segfault — Signal Handler brief or none — Kernel
Coredump Handler —» coredumpd - journald

Excavate coredump - Have user file a report -
Collect data — Recover app state If possible

Don’t forget to fix the crash =
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Thank you! @@
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